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After having carefully read and accepted the Terms and Conditions, I/we submit our quotation/s for the

item/s as follows:

Procurement of (Name of Item/s to be procured)

TECHNICAL SPECIFICATIONS (detailed)
TERMS OF REFERENCE

INFORMATION TECHNOLOGY (IT) CONSULTANTFOR THE

INFORMATION TECHNOLOGY GROUP (ITG)

I. PROJECT OVERVIEW

SB Corporation is seeking a highly qualified IT Consultant to provide

expert technical guidance and strategic oversight for SB

Corporation's digital transformation.

This procurement is governed by the newly enacted Republic Act

No. 12009 series of 2024 (New Government Procurement Act),

ensuring the highest standards of transparency, efficiency, and
"Value for Money."

II. OBJECTIVE

The primary objectives of this consultancy are:

To ensure the successful design and implementation of SB

Corp.'s digital transformation including system integration and

implementation of outsourced systems.

• To align IT infrastructure with the SB Corp.'s digital
transformation roadmap.

이 To guarantee compliance with data privacy and cybersecurity
standards.

REMARKS

Bidders must state here either "Comply"
or "Not Comply" against each of the

individual parameters of each

Specifications

III. SCOPE OF WORK

The Consultant shall perform the following tasks:

1. Technical Assessment: Evaluate current IT architecture and

identify gaps for both systems and infrastructure.

2. Project Oversight: Monitor the implementation progress

third-party vendors.

of

3. Risk Management: Conduct vulnerability assessments and

provide mitigation strategies.

4. Knowledge Transfer: Train internal staff on system maintenance

and troubleshooting.
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5. Personnel Assessment: Assessment of the qualifications of the

current ITG personnel.

IV. DELIVERABLES AND TIMELINE

The engagement shall span a period of 6 months, with the following

milestones:

MILESTONE DELIVERABLE TIMELINE

Inception

Report

Detailed work plan and

methodology.

15 days from

NTP

Infrastructure

Audit Report

A comprehensive gap

analysis of the current

network, security, and

server estate with a risk

assessment matrix

45 days from

NTP

Security

Hardening Plan

Immediate remediation of

critical vulnerabilities and

implementation of a revised

backup/DR strategy

75 days from

NTP

Cross-Platform

Integration

A documented architecture

for integrating external
outsource database with

the current database

100 days from

NTP

environment

Integration

Roadmap

A documented architecture

for integrating outsourced

systems (i.e. Core Lending

System) with our current

database environment

using industry standard

Application Programming

Interface (API)

130 days from

NTP

System Audit

Comprehensive report on

existing infrastructure and

system programs for both

legacy and online platform

setup

145 days from

NTP

Final

Implementation

Signed-off system

deployment and UAT.
3Q-2026

Final Report
Project closure and post-

implementation review.

End of

Contract

PHILIPP
BAGONG PILIPINAS

Small Business Corporation is an Attached Agency of the Department of Trade and Industry

17th & 18th Floors, 139 Corporate Center, Valero St., Salcedo Village, Makati City 1227, Philippines

sbcorporation@sbcorp.gov.ph

5328-1100-1110 and 1112-1116

www.sbcorp.gov.ph



SMALL BUSINESs

CORPORATION
TRANSFORMING THE MSME LANDSCAPE

V. MINIMUM QUALIFICATIONS (ELIGIBILITY)

In compliance with RA 9184 and RA 12009, the Consultant must meet

the following:

Education: Master's Degree in IT, Computer Science, or related

field.

Experiencе:

o At least 15 years of proven experience in IT consulting for

government or large-scale private sectors

o Minimum 8-10 years of hands-on experience in IT

Infrastructure and Operations

At least 5 years in a senior architectural or consultancy role

o Proven track record of designing and securing complex

enterprise networks

Oracle Ecosystem: PL/SQL scripting, OEM (Oracle Enterprise

Manager), RMAN, Data Pump, Multitenant Architecture (CDB/PDB)

MySQL Ecosystem: InnoDB storage engine internals, Percona

Toolkit, MySQL Workbench, mysqldump

Operating Systems: Deep expertise in Linux (RHEL/Oracle Linux) is

now mandatory, as both databases rely heavily on Linux command-

line optimization in enterprise settings.

Legal: Valid PhilGEPS Registration (Platinum Membership) and

updated tax clearances.

VI. TECHNICAL PROFICIENCY

Networking: BGP, OSPF, VLANs, MPLS, VPNs, Wi-Fi 6 standards.

Security Tools: Sophos, Splunk, Palo Alto/Fortinet, Nessus.

Systems: Windows Server 2019/2022, Linux, VMware/Hyper-V,

Docker/Kubernetes, Sangfor Hyper-Converge Infrastructure

Databases: T-SQL, PL/SQL, Backup & Recovery methodologies.

Strategic Thinking: Ability to translate business goals into technical

requirements

Crisis Management: Calm and decisive leadership during system

outages or security breaches

Documentation: Ability to produce high-level network diagrams and

detailed standard operating procedures (SOPs)

VII. REQUIRED CERTIFICATIONS

Database (Mandatory):

o Oracle Certified Professional (OCP) - Database Administrator

• Desirable: Oracle Certified Professional, MySQL Database

Administrator
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